Abstract-E-Health is a common term used for electronic health, where the services and systems provided include electronic health records, prescriptions, consumer health information, healthcare information systems, and so on. In this period of time, several patients have started to use e-health, considering the convenience of services delivered and cost reduction. The popularity has abruptly been increasing due to a wide range of services. From the system administrator's perspectives, not only protecting privacy of patients is considered a difficult task, but also building trust of patients in e-health. In this paper, a design of security framework for data privacy in e-Health system based on web service architecture is proposed. It is interesting to note that the approach proposed in this paper is not limited to eHealth system.
I. INTRODUCTION
E-health has grown its success and popularity from time to time, due to a wide range of services provided. In practical, the system has to be secure, and e-health service provider is entrusted with the responsibility to handle the sensitive information [1] . E-health system has encountered many threats to the confidentiality of patient such as sensitive data are in wrong hands, unreliable authentication process. The above factors may cause a drastic impact directly or indirectly to the patients, as well as the reputation of the service providers. Data integrity and availability are also of great importance; as a patient's life could depend upon the e-health system. Patient's information should be conserved and ensured that it is always up to date, and is not altered by those who have no right [1] [2] .
It is known that e-health involves a variety of users such as patients, doctors, nurses, etc. who would access electronic medical data. These various types of users have different assigned tasks and perhaps may not be allowed to access certain data. For example, doctors have right to check and modify the records of patients' diagnosis results, but this information shall not be accessed by patients [2] .
In order to ensure the privacy of all patients, not all the information should be revealed to all types of users. It can be easily achieved by having a clear separation line between each of user type. The sensitive information is to be under control and permission to access and exchange data is based on their role. Authentication process is the first step that each system should be aware of. A weak authentication system may lead to information leakage, and it is a possibility that patients will be the victim as the information is altered.
In this paper, a design of security framework for data privacy in e-health system via web services is proposed. The procedure includes the use of simple web applications and web services, built along with the database as data storage. The technique proposed in this paper is to ensure the data stored in the web server are safe, and will still be safe in case they fall into wrong hand. This concept can be applied in various scenarios, not limited to e-health system. With the proposed approach, data in e-health system can be considered secure and the process is cost-effective. WORK 
II. BACKGROUND AND RELATED

Web Application
A web-based application is an application that uses a web browser as a client. It refers to the computer software that is programmed in browser-supported programming languages; such as Java, ASP.NET. Web applications are commonly used due to the popularity of web browsers, and the convenience of using web browsers. There are no extra software installations required for consuming services provided. The main benefit is that it requires no upgrade procedure since all new features are implemented on the server and automatically delivered to the users.
Web Service
A Web service a method of communications between electronic devices over internet. It is a software function provided at a network address over the web or the cloud. It is considered a software system designed to support interoperable machine-to-machine interaction over a network. Systems interact with the Web service by its description using SOAP messages, typically conveyed using HTTP with an XLM serialization in conjunction with other Web-related standards [3] . Cloud storage is considered one of the primary use of cloud computing. With the cloud storage, data are stored on various third party servers. Cloud storage services are usually accessed via a web service, web application and desktop applications. It is considered cost-efficient for many corporations and small businesses for everyday use. In this paper, cloud storage is seen in the form of database, where data; such as file unique number, file name, file path are stored. The database is designed along with the web service, which is a medium between the web application and client [4] [5].
Data encryption and Data privacy
Data stored in the cloud being transferred through network in plaintext form is at risk. Data encryption ensures the security and privacy of data stored in cloud storage. In case files in the cloud storage are accessed from unauthorized users, they will still be safe from being read and altered. The common challenge in data privacy is to share while protecting the sensitive information. Therefore, data encryption is considered one of the necessities when performing any action to files such as storing, sending, sharing, etc.
Related Work
Kumar, A proposed a technique for authentication, encryption, and decryption is proposed. The files stored in the cloud storage are separated into two sections, which are private data section and shared data section. The approach used for data encryption is Elliptic Curve Cryptography, which is public-key cryptography based on the algebraic structure of elliptic curves over finite fields. The proposed scheme still faces the problem of group sharing data in the shared data section. This is because it only allows one-to-one communication [6] .
Löhr, H, the author proposed the security architecture for establishing privacy domains in e-health infrastructures. The solution provided in the paper includes client platform security and combines with network security concepts. The security and privacy issues in modern distributed e-health system are discussed [7] .
III. DESIGN AND IMPLEMENTATION
The proposed scheme is essentially focused on the use and popularity of web service and cloud storage. As mentioned earlier, unencrypted data stored in the cloud are vulnerable and probably, due to poor security, getting accessed by many unauthorized users. The main concept of the proposed scheme is that data should be encrypted before getting warehoused in the cloud storage. Encryption algorithms are not discussed in this paper, since we are focused on the encryption and decryption process using web service.
System Requirements and System Overview
Web service is implemented along with the database as an intermediary consumed by the web application. Any Webbased programming language can be used to implement. A database is designed to store the information and details of each file such as file ID, file name, file path, etc.; not the files themselves. It is known that files from various sources are stored together in the same storage, the important thing that indicates the right of users is stored in the database. Figure 2 depicts the process of accessing files. Each file has its own unique ID, name, and storing path. When users make a request to read a file, the system will use the information in the database to retrieve the particular file that has the corresponding ID, name, and file path. With the use of web service, the system is designed in the way such that users are to interact with the application programming interface (API) in the form of web page. Once users make a request; says uploading files, the application will then call the web service in which database is attached. In case there are data-in and data-out, all the tasks will be handled by web service and the files will be stored in the cloud storage. Figure 3 depicts the system overview, showing how users interact with API and web service.
From the explanation above, it is seen that data stored in the cloud storage can be an easy target; since there is no encryption process involved. The proposed approach involves the files encryption and decryption steps. When users upload any type of file such as image, video, text files, the web application will request the encryption function from web services, by passing the files as parameter and consume the service. The function will return the encrypted file, once the encryption process is done. This approach does not have restriction with the algorithms. In addition, both symmetric and asymmetric key algorithms can be applied. When a user wants to upload a file, the web application will make a request to the web service; where operations and messages are described abstractly. User has to choose a file to upload to the server via the web application interface. The web application will call the encryptFile function, which will encrypt with a system specified encryption algorithm. Once the file has been encrypted, it will be stored in the cloud storage at the specified path. Figure 4 depicts the encryption process showing step-by-step how the service is consumed and how files are safely stored in the cloud storage. The steps involved in the encryption process are listed as follow:
1) User chooses a file to upload via web application interface 2) Web application calls the encryptFile function implemented in the web service 3) The file chosen by user will be encrypted, regardless the type of file 4) The encrypted file is stored in the cloud storage and file information is stored in the database table The same process goes for file decryption when a user wants to download a file. Firstly, user has to choose a file to download via the web application interface. Secondly, the web application will call the decryptFile function, which will decrypt the file and make it available for the user to download. In the back-end, the file ID, file name, and file path are needed to retrieve the corresponding file. This file information is to be taken from the database table. Figure 5 depicts the decryption process showing how the service is consumed, and how files are decrypted and downloaded from the cloud storage. The steps involved in the decryption process are listed as follow:
1) User chooses a file to download via web application interface 2) Web application calls the decryptFile function implemented in the web service 3) The file chosen by user is retrieved from the cloud storage according to the file ID, file name, and file path. Assume an unauthorized user accesses the cloud storage (not via authentication system) and wants to read the file. In this case, the files stored in the cloud will be safe; since they are encrypted. It is interesting to note that all these files should only be allowed to delete or modify only by users who have right; says unique identification needed. To fulfil this, the system should check every session of each user starting from log-in. There must not be unauthorized users getting into the system in the intermediate state.
Application security
The application is basically delivered via the internet through a web browser. The problem may occur if there are flaws in the web application, and this may create vulnerabilities for the software as a service application (SaaS). It has always been a problem, because traditional security solutions are not protecting effectively against recent threats nowadays. In this case, the web application should be carefully implemented. The strong authentication process is required for the safety of data.
Data security and Accessibility
Data security is a common concern in the proposed scheme. From the proposed idea, it shows that the data are processed and stored in the proper encrypted form. Despite the fact above, it is still a big challenge because users have to rely on the service providers for the appropriate security. In addition, accessing the web application over the internet makes access from any device; information stealing in the intermediate state is still a problem when the file is being encrypted. The proposed scheme is still facing the data stealing problem, which may occur when a user's file is waiting to be encrypted.
